ivirus

PYKOBOLCTBO
[TOJIb3OBATEJIA

NPOAYKTOB
NANO AHTuBupyc PRO un

NANO AHTuBUpPYC



PykoBoacTBO nonb3oBartensi

Ornasrnexnue

Yto Takoe NANO AHTUBMPYC Pro? ... 4
YacTto 3afaBaeMble BOMPOCbhI U OTBETbI HA HUX .............ciiiiiieeiiiiiiiiiee e, 6
CnpaBo4YHas CUCTEMA @HTUBUPYCHOM MPOrPAMMDI ...............ccceuvveeeeeenreeeennn, 6

YctaHoBKa aHTuBupyca Ha [TIK, nonyyeHue v nocnepymoujee
MPOAJIEHME JIMLICHIBMM . ...ttt et e e e et e e et e e e e e e e anns 6
OHMAMH=YCTAHOBKA ....ccoeiiie e 6
OMNMANMH-YCTAHOBKA. .....ccci i i e 7
MONYYEHNE N NMPOATIEHUE JTINLEHBMM ..oeeeiiiiieeeeiiiieeeeitieaeeeitae e e e e ataaa e e e ssaeaesassaaaeeannnneeas 7
OAVNHAMUUECCKME JIMLLECHBMM ... et e e e e e e e e e e e eaaa e e eeens 8
PaboTa C @HTUBUMPYCOM ........ooooiiiiiiiiiiiiiiiiiieee e e e e e e e e e e e e e e e e e e s e eaaaanees 8
NMpoBepka Ha HaNMune BPEAOHOCHBIX MPOTPAMM ........ccciiiiiieeaiiiieaeaaiireaesaaeeeaeeaaneeeess 8
TTOMTHASA MPOBEPKA.....ciiiiiiiiiieeiee e 9
DKCTPECC-TIPOBEPKE .. cettieeiiiiiittttetaaaeeaaaaetttseeeeaeeaaaaaabbtseeeaaeeaaaasbbbseeeeaeeeaaannnsbareeaaaeas 9
[MPOBEPKA CMEHHDBIX HOCUTEITEM . ...eeeieiiuiiiieeeaiieeaeeaiteeaeeatieea e e s st eaeeantneeeaanneeeeeeannees 9
BbIOOPDOUHAA MPOBEPKA. ..cciueiiiieeiitiiieeeeiteee e e ettt e e e ettt e e e abte e e e e s nteeeeaaseneaeaanneeeaeeannees 9
Co34aHMNE 384aUN CKAHMPOBAHMS ..eveiieeiiiiiieeeiiiieaeeeiteeaeaatteeaeaanteeaeaaneeeaeeannseeeas 10
HaCTPOMKM CKAHUPOBAHMST ... ..uviiiiiiieeeeeeeeeiiiieee e e e e e e e e ettt e e e e e e e e s e e e e e e e e e e s annsssaaaaaaeas 10
BbI60p 0611aCTEN CKAHMPOBAHMS ....ceeeiiiiiieeeiiiiieeeeeieeeaeeaitee e e e asteeaeaannteea e e e snneeaaean 11
OunbTpaumsa GaANNOB NPU CKAHUPOBAHMM ...coiueeeieeeiiiiieeeeiieeaeeeiieeaeaaieeeaeeaneeeeas 11
[encTBnsa aHTUBMpYyCa Npu 06Hapy>XXeHNM ONACHbBIX OBOBEKTOB.........ccveeeeeenne. 12
BbIMOSTHEHNE MO PACTIMCAHMED.......iiiiiiiiieeeeeeeeeiitaeee e e e e e e e e et e e e e e e e e e e sabbaanaaaaeeaaaans 12
JONONMHNTENBHBIE HACTPOMKM ..iiiiiiiiiiee e e e ettt e e e e e e et e e e e e e e e s s r e eaaaaeeaaaans 12
MMPOLLECC CKAHMPOBAHMS ..ottt e e e e e e ettt e e e e e e e et e e e e e e e e e e et s e e e e e e e e e s anasssnaaeaaeas 13
OBHOBNIEHUE @HTUBUPYC.eeeeiieeeeeieiiiiiiieeeeeeeeeeeitttaeeeeaeeesaaesasaaeaeeaeeseaasassaseaeaaeeaaaanassesees 14
CBOMCTBA BAMAUM ...ttt e et e e e e et et e et e e e e e e e e e e et e e eaeenaaeeeens 14
NCTOUHMK OBHOBIIEHMSE ..ttt e e e e e e e e e e e e et snneaaeeeeaaaans 15
[ Ton o] 017 ¥< Ic Y= 2 = L H PP 16
AKTUBHDBIE BAAAUM ....eeeeeieiiiiee et e e et e e e ettt e e e e et e e e e ettt e e e e e et e e e e e et e e e e e aeabaeeeesasbeeaeesanraeeas 16
[JONONMHUTENbHBIE HACTPOMKU @HTUBMPYCA ..oeeeiuviiieeeiiiieeeaaiiieaeaaiteeaeaanseeeaesannseeaeeanees 16
MOCTOSAHHAS 3ALUMTA CUCTEMDBI ..vvvvviieeeeeeieeiiiteeeeeeeeeaeeeiaaaaeeeeaeeessaaeasaaaeeeaaeeasasessssseaaaeeas 17
HKYPHA COOBITUM ...ttt et e e et e e e e aeee e e e nees 18
3Ha4vyoK B 061aCTN yBEAOMNEHUN N KOHTEKCTHOE MEHHIO......uviiiiiieeeeeeeeiiiiinnenaaaeeeaaanns 18



PykoBoacTBO nonb3oBartensi

JATeY =TT ol ST T= T i Te ] T RS 20
(= 0= T 7 P 20
OenctBua npu obHapy>XeHUn noao3pmuTenbHOro 06beKTa B KapaHTUHE ........ 20
TTPOUME HACTPOMKM ....ciiiiiiieee e e e e e ettt e e e e e e e et e e e e e e e e st eeaaaeeaeaansnannneeaaeeeaannns 21
Pab0Ta B KOMAHAHOM CTPOKE .....uviiiieeeeeieiiiritreeeeaeeasaaaisssssseesaaeessaasssssnssssaaeesaaasssssnsesaaees 21
YBeAOM/IeHNS, BbIBOAMMbIE aHTUBUPYCOM U PABOTA C HUMM ..oeeeveeeeeeciiiiiiiieeee e 22
PaboTa C MHTEPAKTUBHBLIMU YBEAOMIEHUSAMM ....cceveeeeeieiiiiiieeeeaeeaeessinnanaaeaeaaanns 22
YOQNEHNE GHTUBUPYCA ..eeeeeieiniieeeeeeeeeiiiiiaaa e e e eeeeeeeetana s s e eeeeeeeaetsa e eaeaeeeeaetnnaaaeeaaeeeensnnnnnns 24
TEXHNUECCKAA MOLLE DMK et eeeeteeeeiiiiaaseeeeeeeeeatee e s e eaeaeeeaaaennaaaeeeeeeenessnnnaaaaeaaeeernesnnnnnns 25
CUCTEMHDBIE TPEOOBAHMSA ...t iiiiiee ettt e ettt e e e ettt e e e ettt e e e e e bte e e e e e steeaeeanseeaeaans 26
PekomeHayeMble TpeboBaHusA ettt 26
MoaaepXXnBaeMble OMEPALMOHHBIE CUCTEMDI.....ccccveeeriiiiieeeeeeeeeiiiaaaeeeeeeeeanenennns 26



PYKOBOACTBO nonb3oBaTens

NANO

antivirus

Y10 Takoe NANO AHTtuBMpycC Pro?

NANO AHTMBMpYC Pro — 310 coBpemMeHHoe 3PEKTUBHOE CPEeACTBO ANs 3alUUTbI
KOMMblOTEpPaA OT BCEX BWOOB BUPYCOB, TPOSHCKMX nporpamm (GrvHapHble, Makpo,
CKpUNT), YepBewn 1 NpoYero Bpe4oHOCHOro NPorpaMmMHOro obecneyeHums.

NAND
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ﬁ,& HacTpoiiku

@ 3awmTa CUCTEMBI
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0 ViHbopmaumna
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MpoeepseMble 00BLEKTHI:

[3Ta nocnegHeil 3Kcnpecc-NpoBepKu:
HacTpoitku:

lMpoBepka CMEeHHbIX HOCHTEeNen
MpoeepsieMbie 06LEKTI

Hacrpoitku:
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== -

lMpouee

NOK3anbHble, CMEeHHble AWCKW, NaMATE
He BbiNOAHANGCH
peKoMeHgyeMbie

04.12.2015 10:44
0.14.24.6569
peKoMeHayeMsle

3arpyz04Hble CeKTOopa, NaMATkL, peecTp
He BLINOMHANACH
pEeKOMEeHayeMbie

BCe AW BbiBPaHHbIN HIKe
peKoMeHayeMsle

Mpn  cosgaHun

aHTUBMPYCHOrO

KOMMNneKkca

Mcrnonb3oBanuncb

COBpPEeMEHHbIe

cobCcTBEHHbLIE paspaboTkm B obractu 3awmTtbl. OTO NO3BOMMMO CO34aTb MPOAYKT,
paboTarowmn bbicTpee GONbLUMHCTBA aHaNOrMYHbIX NporpaMmm u obecneynBaroLmini
npy 9TOM BbICOKYIO HALEXHOCTb B OOHapyXeHun nobbix BUOOB BPEAOHOCHbIX
nporpamm. TexHonormn rnybokon amynsuMM MNO3BOMSIOT  YBEPEHHO HaxoauTb
CMNOXHble  LWN(MpPOBaHHbIE W NoOnNMMOpPHbLIE BUPYCbl, He Bcerga HagexHo
onpegensemMble NpoYMMu pelleHnsMn. PeanmsoBaHa MoLLHAa nogaepka cpencts
pacnakoBku 1 paboTbl C apxmBamu, NO3BOSAIOLLLASA BbISIBNIATb BPEAOHOCHbIE 0OBHEKTHI,
o6paboTaHHble  pasnNUYHbIMKM  ynakoBLMKamMuM  (apxmBatopamu), TeM CcaMbIM
obecneunBasl 3awWnTy OT MOBTOPHbLIX 3NUOEMUNA, BbI3BAHHbIX OAHUMU N TEMU Xe
nepenakoBaHHbIMM O6beKTamMM.
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Haw npoaykt yoobeH B mcnonb3oBaHuWM. MexaHW3sM onTUMM3aumyM UCMONb30BaHUS
pPecypcoB cucTteMbl obecrnieunBaeT KOMGOPTHYH paboTy norb3oBaTens ¢ ApyrMMu
MPUINOXEHUSIMW B MPOLIECCE aHTMBUPYCHOWM NpoBepku. MNMpeaycMoTpeHa BO3MOXHOCTb
NCMNONMb30BaHUS WUIPOBOr0 pexmnma. YOobHO opraHu3oBaH [AOCTYN K BbIMNONIHEHWUIO
Hanbonee 4acTbix 3agad. [MpousBeas MUHUMAnNbHOE KONMMYECTBO [OEWCTBUI, Bbl
MOXeTe BbINOMHUTb MOSHYD NPOBEPKY KOMMbloTepa, Noboro CMEeHHOro HocuTens,
3anycTUTb 9KCMpecc-NpoBepKy (T.e. MPOBEpPKYy TOMbKO MOTEHUMANbHO OMacHbIX
obnactei), 0GHOBUTb KOMMOHEHTbI aHTUBUPYCHOIO KOMMIEKCa.

[Mpn HeOBXO0ANMOCTHM Bbl MOXETE CO34aBaTh 3a4ayu, BbINONHAEMbIE NEPUOANYECKM MO
YCTAHOBMIEHHOMY  BaMW  pacnucaHuio, 4YTO  MO3BONSieT  aBTOMaTU3NPOBAaTb
OONbLUMHCTBO AENCTBUI NO 0DecnevyeHmnto 3aLnThbl.

B NANO AHTuBMpYC Pro BCTpoeHa (OyHKUMNA 3aLmThl CUCTEMBI, KOTOpas Heobxoanma
ana  obecnevyeHna 6e3onacHOCTU Ballero KOMNbOTEpa B pexume pearibHOro
BpeMeHu. Npu paboTe Ha KOMMbOTEPE C BKITHOYEHHOW 3aLLMTON CUCTEMbI BCE dhannbl,
K KOTOpbIM OCyLLleCTBNsSeTcs A0CTyn (nonb3oBaTtenemM WM CUCTEMOWN), HEMeSIEHHO
NPoBePSAITCA Ha NpeaMeT Hanudmna spegoHocHoro MO.

CkaHep Beb-Tpaduka MrHOBEHHO NPOBEPSIET BCE 3arpyXaemble U3 MHTepHeTa dpannbl
Ha NpegMeT MX BO3MOXHOW BPEAOHOCHOCTU, a Takke nocellaemMble BaMu CalTbl Ha
HanMyme BPEeLOHOCHOro KoAda, YTO AOMOSMIHUTENbHO 3awumuaeT Ball KOMMbTep OT
NHULMPOBAHNA.

MpeoycmMoTpeHa BO3MOXHOCTb OpraHu3auun [OBEPEHHOM 30Hbl, NpeAcTaBnsOLLEN
cobon Habop 06BbEKTOB, BbIOPaAHHbIX NONb30BATENEM N BHECEHHbLIX B OCOObLIA CMNCOK,
COOEPXMMOE KOTOPOro HE MOASNIEXUT MPOBEPKE MPU CKAHMPOBAHUK. OTO NMO3BOMSET
NCKMIOYNTb N3 NPOBEPKM 0O6BHEKTLI, B 6€30MaCHOCTM KOTOPbIX Bbl YBEPEHLI, TEM CaMbIM
ONTUMM3NPYS, Hanpmmep, 0d6paboTKy apxnBoB 6onbLLUMX 06HLEMOB.

Hanuune dyHKUuMM KapaHTuUHa no3BonseT obecrneymBaTb HaLEXHYH M30NAUUI0
BbISIBNIEHHbIX MN0A03puUTENbHbIX 006bekToB. [Job6aBneHHble B KapaHTMH dainnbl Bbl
MOXeTe OnepaTUBHO HanpaBuUTb B Halwy ChAyx0y TexHW4ecKon noaaepXXKu Ons
AanbHenwero aHanmsa.

B NANO AHTuBUpYce Pro BCTpoeH psg ¢yHkumn pgns 6Gonbwero ypobcetea
WHTerpaumMm KoOMMnekca B  CYLEeCTBYIOLWY MNpOorpamMMHy0  UHQPACTPYKTYpy
npeanpusaTMs U ero ganbHenwero obcnyxunsaHus. Bo3aMOXHOCTb 3epkanupoBaHus u
HaCTPOMKM  UCTOYHMKA  OOHOBMNEHUM MOMOXET aBTOMaTM3MpOBaTb  MpoLECC
perynapHoro OOHOBMEHUA KOMMMeKca B KopnopaTuBHbIX ceTax. [lpegycMoTpeHa
dyHKUMSA 3anycka OT MMEHW Apyroro nonb3oBaTens, a Takke 3awuTta naponem
HaCTpOeK KoMMrekca OT U3MeHeHUs. ECTb BO3MOXHOCTb aBTOMaTn3npoBaTb ENCTBUSA
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aHTMBMpYCa Mpu OBHaApyXeHWM pasnuuyHblX BuMAoB Yyrpo3. Psg  HaubGonee
pacnpoCcTpaHEHHbIX onepauunini MOXeT BbIMOMHATLCS C MOMOLLbH KOMaHAHOW CTPOKMW.

Mporpamma wnmeeT YyOOOHbIN MOHATHbIA UHTepdenc. [JOoCTyrnHbl HECKONbKO Tem
odopmMrieHmnsi, no3sonsowmne pasHoobpasnts BHewHUn sug NANO AHTtusupyca Pro.
EcTb BO3MOXXHOCTb MCMOSIb30BaTh Kak PYCCKUM A3bIK MHTEpPenca, Tak u aHrMNCKUN.

YacTto 3apaBaeMble BOMNPOCbI 1 OTBETblI Ha HUX

AKTyanbHas Bepcusi 4acTo 3ajaBaeMblX BOMPOCOB WM OTBETOB onybrvkoBaHa Ha
Hawem caunTe.

CnpaBoy4yHas cMCTeMa aHTUBUPYCHOW NMPOrpaMmmbl

nOﬂy‘-IVITb OOCTYMN K cnpaBke MOXHO HECKOJIbKUMMU cnocobamu:

M3 koHTekcTHOro mMeHt: LlenkHMTe npaBoOM KHOMKOM MbIWWM NO 3HAYKy B obnactu
yBeOMSIEHUN NaHenun 3agay. B OTKpbIBLUEMCH KOHTEKCTHOM MEHIO BblbepuTe MyHKT
«[NomoLby.

M3 noboro akTMBHOro okHa: Haxvute knasuwy F1.

M3 OoCHOBHbLIX OKOH aHTUBMpYca: LLlenkHWTe no 3Haky Bornpoca B NpaBOM BEPXHEM
Yrny OKHa.

M3 okHa ckaHMpoBaHusA: HaxmuTe KHonKy «CnpaBkay» B NpaBOW HUXKHEN YaCTW OKHa.

YcTaHOBKa aHTUBMpYca Ha [1K, nonyyeHune un
nocnenyowee npogjieHme nuueH3snm

OHNanH-yCTaHOBKA

[ns oHnawmH-yCcTaHOBKM CKavaWTe Ha Hawem cauTe M 3anyctute awnsn OHNawH-
ycTaHoBWMKa. [lanee crnegynWte ykasaHMsiM MacTepa ycTaHoBkuM. Heobxogmmo
nogkritoyeHve K MHtepHerty.


http://www.nanoav.ru/index.php?option=com_content&view=article&id=16&Itemid=82&lang=ru
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OdnanH-ycTaHOBKaA

B cnyyae ecnu Baw [MK He nogkntodeH K ceTn NHTepHeT, Bbl MOXeTe YCTaHOBWUTb
NANO AHTuBUpYC Pro B ocnanH-pexume. Ansa yctaHoBkmn NANO AHnTuBupyca PRO
Ha KOMMbIOTEP, HE WMeKWUn nogknveHns Kk cetn WHTepHeT, Heobxoanmo
npenBapuTenbHO NonyYntb ann nuueHsnn. damn nuueHsun Bbl MOXeTe MonyYnTb
Nno 3MEeKTPOHHOW nouyTe 4epe3d cnyxby nopgaepxku. Ona atoro Bam Heobxoanmo
OTNpaBuUTb Ha ajpec support@nanoav.ru 3anpoc Ha norfydYeHne nuueH3un ans
odonanH-akTMBaumMn. B nucbme cnegyet ykasaTb, Ha kakoMm konundectBe [1K Bbl
nnaHupyeTe MCNonb3oBaTbh 3Ty NUUEH3UI0, MMA KU email-agpec, Ha KoTopble BygeT
BblaHa NMLEH3USA, a TaKKe NPUoXuTb (yKkasaTb) KIToY akTuBauuu.

[anee ckadante Bepcuo ONa OdnanH-yCTaHOBKM Ha Hawem caunTte. PacnakynTte
apxvmB, cogepxawun dannsl ognanH-yctaHoswuka NANO AnTuBMpyca Pro.
3anyctute pann setup.exe. [lanee cnegynTte ykaszaHUsM mMactepa yCTaHOBKM.

HOﬂyquI/Ie n npoaneHne JimueH3iInun

B npouecce yctaHoBKM BaM noTpebyeTcs aKTMBMpPOBaATb Bally JIMLEH3UIO ANS
AansHenwero ucnons3osaHna NANO AHTuBupyca Pro. [ns nonyyeHusa v npoasieHus
NNUEH3UM Bbl AOSMKHbI YKasaTb CBOe UMA 1 e-mail. 3To HeobxoaumMo ns AanbHenwen
noeHtupmkaumn Bawen konum NANO AHTMBMpyca Pro npu okasaHum TexXHU4eCKowm
nogaepxkn n 1.4. lNpn HeobxooMmocTn BBeOUTE HACTPOMKM ANSA MpPOKCU-cepBepa.
MogpobHee 0 HacTporkax ceTn — B pasaene CeTb.

Mocne 3anonHeHus HeobxoanMbIX Nonen HaxxMuTe KHonky MonyyunTsb.

nOﬂquTb NULLEH3UIO OHJTaUH

Ecnu y Bac HeT ganna nuueH3un, Bbl MOXeTe HEMEOSIEHHO aKTMBUPOBaTb aHTUBMPYC B
pexume oHnavH. TpebyeTtca nogknioveHme K cetn MHTepHeT.

Knioy aktuBaumm

Ecnu y Bac ectb kntoy, BBeaute ero ans aktmeaumm sepcum NANO AHTMBMpyca Pro,
KoTopas COOTBETCTBYET JAHHOMY KIoYy.

MpodeccmoHanbHas NpobHas

Bbibepute aty onuuio, ecnu xotute yctaHoBuTb NANO AHTuBMpyc Pro B npo6Hom 30-
AHeBHOM pexume. Onuua goctynHa Tonbko B NANO AHTuBmpyce Pro.


mailto:support@nanoav.ru
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[MoanucatbCst HA HOBOCTU KOMIMAHUN

BbibepuTte 3Ty onumio, ecnn xoTute nony4yaTb HOBOCTU KOMMAHMM Ha yKas3aHHbIA Bamu
npu pernctpaumm e-mail.

3arpy3uTb nuueHsmio n3 gpanna

Ecnn y Bac ectb chamn nuueHsuu, 3arpysute ero ansd aktmBaumm Bepcun NANO
AHTUBMpYCa Pro, koTopasd cooTBETCTBYET JaHHOMY (hanny nuueH3uu.

CpoKk OEeNCTBUA NULEH3UM 3aBUCUT OT TUNa JIMLEH3MNM N MOXET BapbMpOBaTbCS.
[Mocne 3aBeplleHNa cpoka AENCTBUS NUUEH3UM OOHOBMNEHUS aHTMBMpYCa CTaHyT
HeJOCTyNHbl. 3a 7 OHEW OO0 CpOKa WUCTEeYEHUA NULEH3UU MOSABUTCA yBeLOMIIeHue,
HanomuHawwee O HeobxoauMOCTU NPOANUTL JIMLUEH3MK0 W npeanaratowee
pasnu4yHble BapuaHTbl AanNbHENLWNX OENCTBUN.

HHaMunyeckme nnueH3nm

B NANO AHTMBMpyce Pro Mbl uUCnonb3yem MpuvHUUNNANIbHO HOBbIN — TUOKMA 1
yAOOHbIA TUN NULEH3MPOBaHNA. Tenepb BamMm He HY)XHO 3apaHee pellaTtb, AMS KaKoro
KONn4ecTBa YCTPOWCTB HyXXHa NUUEH3NSA cernyac unu noHagobutca B byayuiem. Mol
npegocTaBnsiemM KOMMMEKTbl AHEN 3allinTbl, KOTOPbIMW Bbl MOMb3yeTecb NO BalleMy
YCMOTPEHUIO, pacnpefensasa nx Ha Hy>KHoe KOnM4yecTBO yCcTpoucTB. bonee toro, npu
yCTaHOBKE Ha [OMNOMHUTENbHOE YCTPOMCTBO Bbl MNOflydaeTe [OMNOSTHUTESbHbIE
OOHYCHbIEe AHW 3aWwunThbI!

AkTyanbHas nHgopmauus o 6oHyCcHOM cUCTeMe — Ha HalleM canTe.

PaboTta Cc aHTMBUPYCOM

HpOBepKa Ha HaJindne BpegoOHOCHbLIX NporpaMm

B aHTuBMpyce npeaycMOTpeHa BO3MOXHOCTb MPOBEAEHWUSI pasfvyHbIX BUAOB
npoBepok. Hmxe nepeyvncrieHbl JOCTYMNHbIE TUMbI NMPOBEPKU U ONMCcaHa npoueaypa ux
BbIMOSTHEHMS.
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[lonHas npoBepka

B npouecce nonHom NpoBepKM CKaHUPYOTCA Bce 0b6nacTu, npouecchl, hansbl 1 Nanku
Bawero K. PekomeHayeTcs 3anyCcTuTb MOSHYIO NPOBEPKY MOCre NepBon YCTaHOBKU
aHTuBMpyca. Takke pekoMeHAyeTCA MPOBOAMTb MOSMHYH MPOBEPKY MOCHe KaKaoro
BbITEYEHHOr0  aKTMBHOIMO  3apaxeHus. [lonHas npoBepka MOXeT  3aHATb
NpOJOIIKUTENBbHOE BPEMS.

JKCrpecc-npoBepka

Mpn akcnpecc-npoBepPKe CKaHUpyoTCA nNuwb Hambonee ysssumble obnactu MNK. Mebl
pekoMeHayeM NpoBOAUTL MPOBEPKy nepen Hadvanom pabotbl Ha (1K, a Takke nocrne
Kaxgoro obHoBneHnsa aHTuempyca. Kpome Toro, pekomeHayeTcs npoBeCcTU NpOBEpKYy
npu npuaHakax 3apaxeHusa NK. Bbl MoxeTe BKNIOYMTb aBTOMAaTUYECKOE BbINOSTHEHNE
3Kcnpecc-npoBEPKM NpU 3anycke aHTUBMpyca B MeHto Hactpouka, Bknagka O6uwme.

[lpoBepka CMEHHbIX HoCUTENen

B npouecce NpoBepkn CKaHMPYKOTCA CMEHHbIE HOCUTENW, NOAKMNIOYEHHbIE K BalLleMy
MK. Bo n3bexaHne 3apaxeHus peKkoMeHOyeTcsi NPOBEPSITb BCE CMEHHblE HOCUTENN
nepeg Havanom pabotbl ¢ HUMKW. 1o ymMOMnYaHUIO Npy NOAKNHOYEHUUM CMEHHOro
HOCUTENA NOSIBNISIETCA 3anpoc Ha NpoBepky. Bbl MOXeTe HacTpoUTb aBTOMaTUYECKYH
NPoBeEPKY CMEHHbIX HocuTenen B MeHto Hactponka, Bknagka Obwume.

BbibopoyHas npoBepka

Mpn npoBegeHMM BbIOOPOYHOM MNPOBEPKM Bbl CamMu BblbMpaeTe 00bLEeKTbl (manku,
Gannbl) n obnactn, kKotopble OyAyT NPOCKaHMPOBaHbI aHTMBUPYCOM. Bbl MoOXeTe
YCTaHOBUTb AOMOSIHUTENbHbIE HAaCTPOWKW, C KOTOopbiMM OygeT npoBOAUTLCS
ckaHnpoBaHue. ObpaTuTe BHMMaHUE, YTO KONMYECTBO AOCTYMHbIX HACTPOEK U UX BUA
3aBUCAT OT YCTAHOBMEHHOW B [daHHbIN MOMEHT TeMbl odopmneHnda. [Ons
CKaHMpoBaHMA ofgHoro danna wunvM nanku MOXHO TakkKe BOCMNOSb30BaTbCS
KOHTEKCTHbIM MeH npoBogHuka Windows. LenkHuTe npaBon KHOMKOW MbIWKW MO
nanke wunu danny, KoTopble Bbl XOTUTE MPOBEPUTb, U BbIOEpPUTE B MOSIBUBLLEMCH
KOHTEKCTHOM MeHI0 NyHKT MpoBeputs NANO AHTUBUPYCOM/NANO AHTMBUpPYCOM
Pro.

Hwxe nepeuncneHbol obnactu [1K, koTopble MOXHO BbiOpaTb AN BbIGOPOYHON
NpOBEPKMN.

daunnbl 1 nanku

Mpun BbiGOpe gaHHOW obnacTn npoBepkn GyaAyT NPOCKAHWPOBAaHbI TOSbLKO BblOpaHHbIe
BaMu avinbl W Nanku, pacrnonoXeHHble MO 3adaHHOMYy MNyTW Ha KOMMbloTepe




PykoBoacTBO nonb3oBartensi

nonb3oBaTensa UnNu B nokanbHoOW ceTu. [aHHbin BUAg npoBepkn yoobeH Ons ueneson
NPOBEPKN KOHKPETHbIX dpanfioB 1 nanok.

OﬂepaTVIBHaﬂ NMnamMmAaTb

Mpn BbIGOPE paHHOM obnactm npoBepkM OyoeT MpockaHMpoBaHa BCS onepaTuBHas
namATb KOMMNbOTEPA, BKOYaloLLasi BCe 3anyLeHHble npoLecchl n cnyXebHble AaHHbIe.
MpoBepka gaHHOM obnacTu nonesHa nNpu MOJO3PEHWM HA 3apaXeHwe KOMMbioTepa,
KOTOpOE MOXET BbIpaXaTbCa B CNeaylwmnx cMMnToMax: ctpaHHoe nosegeHue [K, ero
HeycTon4mBasa paboTa u T.M.

3arpy3o4Hble obnactu

Mpu BbIGOPE AaHHONW 0BnacTu NPoBepKM ByayT NPOCKAHMPOBAHbI OOBLEKTbI HA XXECTKUX
AVCKax, OoTBevalolime 3a 3arpysky komnbtoTepa. [poBepka OaHHOM o6nact MoxeT
ObiTb NonesHa npu MOAO3PEHUM HA 3apa)KeHUEe Ballero KomnbloTepa BpPeLOHOCHBbIM
nporpamMmmHbIM oGecrneyeHem, 3anyckatoLmMMesi 40 3arpy3ku onepaunoHHON CUCTEMBI.

Pabouuun cton

Mpy BbIGOPE [aHHOW o0GnacTM NpoBepku OyayT MPOCKAHMPOBaHbI BCe OOBLEKTHI,
HaxoasLmecs Ha paboyem cTore nonb3oBaTtens, a Takke NporpamMmmbl, SPSbIKU KOTOPbIX
HaxoasaTcs Ha paboyem crone. MNpoBepka GblBaeT MoniesHa, ecnu Bbl NONb3yeTecb
paboynm CTONMOM AJ1S COXpaHEeHNs1 JOKYMEHTOB, 3arpy>KeHHbIX U3 VIHTepHeTa, a Takke B
criyyae, ecnv Bbl OOHapyxunu Ha paboyem cTorne HeusBeCTHble sipIblkv, paHee Tam
OTCYTCTBOBaBLUME.

JloKyMeHTbl

Mpn BLIGOPE AaHHOW obnacTn NpoBepkn ByayT NpPOCKaHMpoBaHbl BUGNMOTEKU. Takomn
TMN CKaHMPOBaHUA nMone3eH [Ans NepuoauMdecKoM MNpPOBEPKM BalMX — TEKYLLUMX
OOKYMEHTOB.

Co3pfaHue 3af1a4M CKaHUPOBaHUS

Bbl Takke MoXeTe co3gaTb 3agady CKaHMPOBaHUA C COBCTBEHHLIMWM HACTPOWKaMW.
BHumaHue! KonnyectBo co3gaBaeMblx 3aay MOXET OrpaHNYMBaTbCH B 3aBUCUMOCTU
OT Tuna Bawen nuueHsun! Ha Bknagke 3apaym nyHkta MeHio OOwue ycTaHoBUTE
Kypcop Ha nyHkTe 3agaym ckaHupoBaHus. Bolibepute komaHay [JoGaBuTb 3apady
CKaHUpoOBaHUA C 3afaHHbIMM HacTpoukamu. [lanee npumeHuUTe K HOBOW 3ajade
Heobxo4MMble HaCTPOWKN.

HacTponkn ckaHMpoBaHUS

B 6onbwmnHCcTBE TEM OGPOPMIIEHNS Bbl MOXETE HACTPOUTb NapaMeTpbl CKAHUPOBAHUS.
HacTpoikn ans OCHOBHbIX 3afay CKaHWPOBAHWA, @ UMEHHO AN MOSIHOM MPOBEPKMU,
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PykoBoacTBO nonb3oBartensi

3KCNpecc-nNpoBEPKN U MPOBEPKM CMEHHbIX HOCUTENen, [OOCTYMNHbl Ha BKNagke
BbicTpbIn cTapT nyHkTa MeHo OGwwue. [Ina HACTPOMKM NOSib3oBaTElNbCKOW 3a4ayu
BblAENUTE HYXHYIO 3adadvy B gepeBe 3agad, 3ateMm Bblibepute komaHay HactpouTtb
BbIOpaHHYO 3aga4vy ckaHupoBaHuA. [IoCTynHa HacTponka crneayowmnx napaMmeTpos
3agjauu:

Bbibop obnacreu ckaHUpOBaHUS

3a BO3MOXHOCTb ynpaBrieHnsi 3TOM OnuMen 0OTBEYatoT crieayowme HacTPOMKK:

CucremMHasd 3apgaya

BHumaHune! Hannune gaHHoM onunmn 3aBUCUT OT TMNa Ballen nuueHsnu!

Mpn BbIOOpPE 3TOM oONUUM 3agava CKaHMPOBaHUA OyaeT BbINOMHATLCA ONs BCeX
nonb3oBartenen gaHHoro K. Onumsi nonesHa B TOM crniydae, ecnu Ha ogHom [1K
paboTalT HECKONBKO Nofb3oBaTesnen noa pasHbIMU akkayHTaMu.

OOBbeKTbl CKaHMPOBAHUS

[obGaebTe Te dalinbl, Nanku 1 o06nacTn CKaHMPOBAHWS, KOTOPbIE Bbl XOTUTE NPOBEPSTH B
pamMKax gaHHOW 3adaudu.

OunbTpaums ¢ansioB NPy CKAHUPOBaHUU

Mo yMoOnyaHu aHTUBMPYC CKaHMpyeT Bce annibl, BHE 3aBUCUMOCTU OT WX
paclwmpeHunda, Tuna unum pasmepa. MHorga ObiBaeT nonesHo ykasaTb KOHKPETHble
napamMmeTpbl Tex annioB, KOTOpble Bbl XOTUTE MNPOCKAHMPOBATb. JTO MOXET
3HaYUTENbHO YCKOPWUTb MNPOBEPKY, HO B TO >XE& BPEMS MOXET CHU3UTb YPOBEHb
obHapyxeHusi BpedoHOCHbIX annoB. [Mpy npuMeHeHun unbTpaunm Bbl OOSMKHbI
y4uTbIBaTb 3TOT (PAKT.

3a BO3MOXHOCTb yNpaBrieHnsi 3TOM ONuMen OTBEYAIOT CreayoLme HaCcTPOKK:

CKaHI/IpOBaTb BCe NOTeHLUMAJIbHO ONnacCHblEe pacllUpeHNA

Mcnonb3yeTcst CNMCOK pacLUMPEHWii, YCTaHOBMNEHHbIN NO yMOn4YaHuio ans obecneyeHus
pexvMa onTUManbHON 3aLnThI.

CkaHunpoBaTb aniibl C COOTBETCTBYIOLLMMU PACLLINPEHUSIMUN

MosBonseT 3agaTb CMNUCOK pacliMpeHuid, KoTopbin 6GyaeT wucnonb3oBatbCs  MNpuv
CKkaHupoBaHWW. Bbl MOXeTe kak 406aBnATb, Tak M yAansaTh HYXXHble 3HaYEeHNS.
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PykoBoacTBO nonb3oBartensi

CkaHupoBaTb hannoBble NOTOKU

[Mo3BonsieT ckaHuMpoBaTb CnyxebHble aTpubyTbl annoB, KOTOpble AOCTYMHbI Ha
HEKOTOPbIX hannoBbIX cucTtemax. VIHoraa Takme aTpubyTbl MCNONb3YOTCS BPE4OHOCHON
nporpamMmmMon gnga CBoux Lenen.

He npoBepsATb 06bekTbl pazmepomM bonee N M6

Mo3BonseT ycTaHOBUTbL pa3Mep MnpoBepsieMoro obbekTa. B HeKoTopbIX crnydasix 3To
OblBaeT MNONe3HO Ans YCKOopeHust npoBepku. [pyu 3TOM crnegyeT yynuTbiBaTb, YTO
BpedoHOCHas NporpaMmMa MOXeT HaxoAuTbCs U B cpaine 6onbLIoro pasmepa.

MybuHa BNOXEHHOCTU

Mo3BONAET YCTAHOBUTL OrPaHUYEHUsI Ha rMyOuHY NPoOBepKU AN apXMBOB. YMEHbLLEHNEe
rny6rHbI NPOBEPKM MOXET YCKOPUTb Npouecc ckaHMpoBaHusi. OgHako cregyeT UMeTh B
BMOY, YTO BPEOOHOCHas nporpaMMa MOXEeT HaxoOAuTbCs Ha [OCTaTOYHO rryB6oKOoM
YPOBHE BITOXXEHHOCTM.

Pexx1m npoBepku 3amLLEHHbIX 0ObEKTOB

MNMo3BonseT 3agaTb peakuuio aHTUBMpyca npu npoBepke OOBbEKTa, 3aLUULLEHHOrO
naponem. Kak npaBuno, 3To MoryT ObiTb apxvBbl, 3aluLeHHble naponemM. AHTUBMPYC
MOXeT B [aHHOM CllyYyae WHTEepPaKTUBHO 3anpoCuUTb MNaporfib Npu MPOBEpKE Takoro
obbekTa, MCnonb3oBaTb paHee BBeAEHHbIV Naporb UK NPONyCTUTb OOLEKT.

JevictBus aHTuBMpYyca npu obHapy>XeHUn ornacHbIx 06 bekToB

Bbl MOXeTe HacTpouTb OENCTBUSA, KOTopble OyayT BbIMNOMHATLCA aHTMBUPYCOM Mpu
oBGHapyXeHUn BPEOOHOCHbIX, MOAO3PUTENbHbLIX WM  MOTEeHUManbHO  OMacHbIX
obbekToB. [1ns aToro BbibepuTe Xenaemoe OENCTBME AN KaXOoro Tuna obbekTa.
Takke Bbl MOXETE BKMOYUTb OMUUI0 COXPAHEHUS UCXOOHbIX PEe3epBHON KOnNuu Ans
BCEX W3MEHsieMbIX (yAansemblX WU BblIeYeHHbIX) ¢annoB B chneumanbHoe
3alULLEHHOE XpaHUnuwie. ATO MOXeT ObITb NOMEe3HO, HaNnpUMep, B Criyvyae NOXHOro
cpabaTbiBaHUA Ha dhanne.

BbiniosiHeHue o pacrincaHuio

Bbl MoxeTe ycTaHOBMTb yAobOHoe [Ans Bac pacnucaHue, Mo KoTopomy Oyaet
BbINOMHATLCS 3a4a4a CKaHMPOBaHKSI.

JononHuTenbHble HaCTPOUKU

CnMCcoK [OnOnHUTENbHBbIX HACTPOEK MOXeT BapbuMpOBaTbCA B 3aBMCUMOCTM OT
YCTaHOBIIEHHOW B JA@HHbLIN MOMEHT TeMbl 0POPMIIEHUS.
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PykoBoacTBO nonb3oBartensi

OnTUMmM3aLumMa NCNOJb30BaHMSA NpoLeccopa

OTta onuus nomesHa B TOM Cry4yae, €cnv aHTUMBMpPYC YycTaHoBneH Ha [1K c
MHOrOsiIepHbIM  NpoueccopomM. B aToM cnyyae ontummMsaumsi  MCNOMb30BaHUA
npoueccopa MO3BONSIET MNPOBOAWTL CKaHWPOBaHWE, PaBHOMEPHO pacnpenensis
HarpysKy, 4To yCKOpSieT NpOoLECC NPOBEPKU.

He noka3biBaTb OKHO Mpw CTapTe 3aga4un

Mpn BKMOYEHUM AAHHOW OMUMM OKHO CKaHMpOBaHUSA He GyaeT BbIBOOMTLCSA Npu cTapTte
3agaun. [JaHHaa onums ygobHa B TOM cnyyae, ecnv Bbl XOTUTe 4TOObI 3agaya
3anyckanacb B pOHOBOM pexume, He oTeriekas ot paboTbl Ha [1K.

He BbiBOOUTL cooOLLIEeHUA 00 ownbkax

[aHHaga onums NO3BOMSIET OTKIOYNTE BblBEAEHNE B OKHE CKaHnpoBaHUA Mchopmau,vm
00 BO3MOXHbIX OLLMOKaXx, npoumsoLwleLlinx B npouecce npoBepkn HEKOTOPLIX d)aIZJ'IOB.

[Toka3aTb OKHO npun 3aBepieHnnM 3aga4v4un

Mpy BKMIOYEHUM OAHHOW ONUMK, MOCre 3aBeplUueHus 3adauv OyaeT akTUBU3MPOBAHO
OKHO cKaHuMpoBaHus. [aHHas onuus ygobHa, ecnu no OKOHYaHWM CKaHMPOBAaHUS Bbl
XOTWUTE NPOCMOTPETH NoAPOOHYI0 MHPOPMAaLMIO O pe3ynbTaTax NPOBEPKU.

BbiBOAUTHL CO0OLLIEHNS1 06 apXMBaX, 3aLMLLEHHbIX NAapOsieM

[laHHas onuus akTMBM3WPYeT BbIBOA4 B OKHO CKaHWpPOBaHMA WHdopmauun 06
0oBHapyXeHHbIX apXxuBax, 3alLLMLLEHHbIX Maponem.

He 3anyckaTtb 3agayy npu pabote ot batapeun

[aHHas onuus npegHasHadeHa anst HoyToykoB. OHa nomnesHa Arnsi SKOHOMUM 3apsiaa
GaTapeun B criy4ae, ecnvm HoyTOyk B MOMEHT BPEMEHW CTapTa 3afayvu He MNOAKIOYEH K
ceTu.

[lpouecc ckaHnpoBaHUA

lMocne 3anycka NpoOBEPKN Ha HannumMe BPpeAOHOCHOro NporpammMHoro obecneyeHus Ha
9KpaHe TMOsBNAETCH OKHO rnpouecca ckaHuposaHus. OKHO cogepXut obLuyto
NMHpopMauuio 0 3agave CKaHMpPOBaHUA, UHpopmauunio 06 obbekTax, OBHapPY>KEHHbIX B
npouecce CKaHMPOBaHUSA, a TaKXKe drNeMeHTbl ynpasrieHus NpoueccoM, No3BossLme
nepeBecTU CKaHMpoOBaHWE B (POHOBbLIA PEXUM, MPUOCTAHOBUTbL UMK 3aBeplmnTb. B
npouecce CKaHMPOBaHUS OUHAMMUYECKN BbIBOAUTCSA CMMCOK OOBHEKTOB, OBHAPY>KEHHbIX
B npouecce CKkaHMpoBaHus. B HacTporkax CKaHMpPOBaHUS MOXHO OTKNHOYUTL BbIBOL
MMeH OOBHEKTOB, HA KOTOPbIX MPOM3OLLNN OWNOKM, a Takke apXMBOB, 3aLUULLEHHbIX
naponem. B atom cnyyae B cnucke 6yayT oTOGpaxaTbCA TOMNbKO BPEAOHOCHbIE,
noao3puTenbHble U MNOTEHUMAnNbHO oOnacHble 00bekTbl. [lpy Wwenyke Ha WMeHu
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obbekTa I'IpaBOIZ KHOMKOW MbIWM BbIBOAUTCA KOHTEKCTHOE MEHI, Jaiwouiee
BO3MOXHOCTb NMpon3BeCcTn Haj O6Hapy)KeHHbIM obbekTom pan OENCTBUN, TaKMX Kak
Jle4yeHune, nepeHocC B KapaHTUH U T.1.

OOHOBNEHWE aHTUBMPYCA

UTob6bl 0GecneunTb Hagnexauwyw 3awmty Bawero [MK, Heob6xooumo perynspHo
06HOBNATL BUPYCHYt0 6a3y. Mo ymMonyaHuio nocne ycTtaHOBKM aHTMBUPYCa co3faeTcs
3agjava aBTOMaTM4ecKoro OOHOBMEeHMs C onTumanbHbiMKM Ans  BonblMHCTBA
nonb3oBaTenen HacTpovikamu. Bbl Takke MoxeTe MO CBOEMy XenaHuio OBHOBNATb
aHTMBUpYC Bpy4YHyto. OBHOBMEHNE BPYYHYIO OCTYNHO 13 NyHkTa Onepauuu rnaBHOro
MeHlo, Bknagka bBeicTpein ctapt. Haxmute Ha none OG6HoBneHuwe. byayr
NPUMEHEHbI TeKyLLMe HaCTPOMKN OBHOBMNEHNS.

Bbl Takke moxeTe cos3gaTb 3agady OOHOBMEHUA C COOBCTBEHHbIMW HACTPOMKaMW.
BHumaHume! KonnyecTBo co3gaBaeMblx 3a4a4y MOXET OrpaHMyYMBaThCA B 3aBUCMMOCTU
OT TUNa Bawen nuueHann!

Ha Bknagke 3agaym nyHkta MeHio OOwme yCcTaHOBUTE Kypcop Ha NyHKTe «3agayun
obHoBneHunsay». Bbibepute komaHgy «[lobaBuTb 3agady OOHOBNEHUA C 3agaHHbIMU
HacTpomkamuy». [lanee npuMMEeHUTE K HOBOW 3ajaye HeobxoauMMble HaCTPOWKW.
AHanornyHbiM 06pa3oM Bbl MOXETe M3MEHUTb HACTPOWKW 3adayn OOBHOBMEHUS,
NPUMEHAEMON NO YMOMYaHUIO.

B 6onblUMHCTBE TEM OGOPMIIEHUS Bbl MOXETE HACTPOUTb NapameTpbl OOHOBMEHUSI.
[ns ocHoBHOM 3agayn OBHOBMEHUS HACTPOMKM LOCTYMHbI Ha BkNagke «bbiCcTpbiv
cTapT» nNyHKTa MeHo «Obwwmex. [Ina HaCTPOMKM NONb30BaTENLCKON 3a4aym BbligenuTe
HY)XHYIO 3a[ayy B gepeBe 3ajad, 3aTeM BblbepuTe komaHay «Hactpoutb BbIBpaHHYyO
3agadvy obHoBneHna». [JocTynHa HacTponka crnegyowmx napamMmeTpoB 3agaym:

CBovicTBa 3agauu

CucremMHas 3apgaya
BHumaHune! Hannune paHHown onuum 3aBUCUT OT TMNa Ballen nuueH3nn!
Mpn BbIGOpe aTOM onuuu 3agada oOHOBNEeHWss OyaeT BbLINOMHATLCA ONs  BCeX

nonb3oBatenen gaHHoro K. Onumsi nonesHa B TOM crniydyae, ecnn Ha ogHom [1K
paboTaloT HECKONbKO NOMb30oBaTesnien noa pasHbIMU akkayHTaMu.
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[Moka3aTb OKHO NpwW 3aBepLIEHUN 3afia4n

Mpwn BKMOYEHUN OAHHOW ONuWMW, MOcne 3aBeplleHus 3adadn OyaeT akTMBU3MPOBAHO
OKHO 06HOoBneHus. [JaHHaa onumsa yaobHa, ecnmn no okoH4YaHMM OOGHOBMEHUSA Bbl XOTUTE
NPOCMOTPETb NOAPOOHY0 MHpOpMALMIO O npoLiecce 0OHOBMEHMS.

NcTouyHuK 0ObHOBIEeHUs

[laHHaga onuusa nossonsaeT HaCTpOUTb UCTOYHUK, KOTOprVl 6yp,eT MCcnosnb3oBaTbCA A1A
noJsiydeHuad 0OHOBMNEHUN aHTuBUpyca.

BHumaHue! Hanuune gaHHbIX onuun 3aBUCUT OT Tuna Bawen nuueHsuu! [JocTyrnHbl
cnefyoLwmne NCTOYHUKK:

OdunumanbHbIM UICTOYHUK ODHOBNEHUS

Ncnonb3oBaHne oduumanbHoro cepsepa obHoBneHus ygobHo B cnyydae, ecnu [K
nMeeT CTabuIbHbIN HEOrPaHMYEHHbIN JOCTYN B NHTEpPHET.

[Manka

Wcnonb3oBaHne atonm onuum yaobHo, ecnu goctyn B WHTEpHET NMMUTMPOBAH,
HEeyCTOMYMB UNKn OTCyTCTBYET. B aTOM cnydae dannbl 06HOBNEHUI MOXHO Mony4vaTtb Ha
apyrom lMK, nogknioyYeHHOM K IHTepHETY, N NepeHOCUTb B HA3HAYEeHHYI0 Narky.

Cepsep

Onuusa npegHasHayeHa, B NepByl0 oyepedb, AN UCMNONb30BaHMSA B KOPNOPATMBHbIX
cetax. OOHOBReHVWe C MNOMb30BaTENbCKOTO CepBepa MO3BONSET ONTUMU3MPOBaTb
1crnonb3oBaHWe pecypcoB npu o6HoBMNeHUn GonbLioro konuyectsa MK.

ABTOpM3auus

Ecnn ons pgoctyna k nonb3oBaTenbckoMy cepBepy TpebyeTcs aBTopu3auusi, BBeaute
NOMVH 1 Naponb, KOTopble ByayT UCNONb30BaTLCS NPU AOCTYNE K OGHOBNEHUSIM.

3epkanupoBaHue

[aHHasa onuusa yoobHa Ansg HaAcTpoKrKu npouecca oOHOBMEHMS] B KOPNOPATUBHOW CETMW.
Mpn BKAYEHUM [daHHOW onuun  dannebl  obHoBNeHns OyayT aBTOMaTU4ecKu
COXPaHATLCA B YKa3aHHOW narike, KOTOPYH MOXHO YCTaHOBUTb B KayecTBe UCTOYHWKA
obHoBMEHNS.

BbinonHeHue no pacnucaHuio

Bbl MoxeTe ycTaHOBUTb yaoobHoe Ans Bac pacnucaHue, B COOTBETCTBUM C KOTOPbIM
OyneT BbINOMHATLCS OOHOBMEHME.
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Ob6HOBNATL aBTOMATUYECKU

PekomeHayeTca ycTaHOBKA pexmma «ABTOMATUYECKUY, NpeanaratroLero onTuMarbHyo
4yacToTy OBHOBNEHUS.

NcTtopua 3apad

B aHTuMBMpYyce npenyCMOTPEHO CcOXpaHeHue noapobHon  uHdopmauum o
BbIMOJSTHEHHbIX 3afa4yax CkaHupoBaHuA. [ns ynpaBneHuss UCTopmen 3agad Bblbepute
BKNagKy 3apayu NyHKTa rnaBHoro meHwo Onepauuu. Bbl MoxeTe npocMoTpeTb
BbINOJSTHEHHYIO 3a4a4y, BbINOMHUTL ee NOBTOPHO NMbo yaanuTb U3 cnucka.

AKTUBHbIE 3aa4Yu

Ona ynpaBneHus 3agadamu, BbINOMHAKLWMMUCA B TEKyLWWMN MOMEHT, BbibepuTe
BKNaaKy 3agaym nyHkTa rnaBHoro meHio Onepauuun. [lanee BOCNONb3YyATECH MYHKTOM
AKTUBHbIe 3agaun. Kpome Toro, akTMBHble 3ag4a4n OOCTYMNHbI U3 KOHTEKCTHOIO MEHHO
B 06racTn yBe4OMMEHUI.

JJononHutenbHbIe HaCTpOI;I KN aHTUBUPYCa

BHumaHune! Hannune gaHHbIX onunin 3aBUCUT OT TMNa Ballen nuueHsnu!

3almTa oT USMEHEHMN HAaCTPOeK

Bbl MOXeTe 3aWuTUTb HaCTPOWKM aHTMBMpYca C MOMOLIbH napons. [aHHas onuus
nonesHa [Ons crnydvaee, kKorga Heobxogumo npedoTBpaTUTb HeCaHKUMOHMPOBAHHOE
N3MeHeHNe BaXKHbIX HacTpoek nomnb3oBartenamu. Mpu akTneusaummn pexuma, 6e3 Bsoaa
napons OyOeT HEBO3MOXHO OTKMHYUTb 3alUMTy CUCTEMbI, W3MEHWUTb HaCTPOWKU
CKaHVMPOBaHWNS U OOHOBNEHUS, YAanNUTb UM U3MEHUTb NONb30BaTENbCKUE 3a4a4yun U T.1.

ABTOMaTU4ecKoe BKIlloHeHue NrpoBOro pexumnmMa

Mpn BKNIOYEHMN ITOW OMUMM UrPOBOWN pexum ByaeT akTMBU3NPOBATbLCH MpU 3arnycke
MOSTHOOKOHHbBIX MpPUNOXeHUNn. B  urpoBoM pexmme Ha 93KpaH He BblBOAATCA
yBEAOMIIEHNS, a TaKkKe He BOCMPOM3BOAATCS 3BYKOBbLIE OMOBELLEHUS.

He 3anyckaTb 0OHOBNIEHWE NO PacnMCaHUIO

Mpun BKNOYEHMM 3TOW ONuuK, B criydae ecnu ByAeT akTUBEH UMPOBOW PeXuM, 3adaduv
oBHOBNEHMA NO pacnucaHnio He ByayT 3anyckaTbCa A0 BbIKMOYEHUS UTPOBOMO peXxuma.

YyacTtne B nporpaMme yny4leHms KavyecTBa

Mbl 6yaem npusHaTenbHbl 32 Balle yyacTMe B Nporpamme ynydlleHusi kavectsa. B
cryyae akTMBMPOBaHMS [aHHOW oOnuuMu Mbl Oyaem norfyyYaTb aHOHUMHY, He
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NPUBSI3aHHYIO K KOHKPETHOMY MOMb30BaTeN0 MHopMaLumo 06 owmnbkax v T.n., kKoTopas
NMOMOXET HaM YCTPaHsiTb BO3MOXHbI€ Hernonaaku 1 yny4yiaTtb Hall NPOAYKT.

Bup viHtepdenca

B aHTMBMpyCe [OOCTYNHbI HECKONbKO TeM OMOpPMIIEHUs, pasnuyarmecs BHELUHUM
BMAOM 1 HabopoM dpyHKUM. Kpome Toro, Bbl MOXeTe BblibpaTh A3blk MHTEPAEca.

NHdopMaumnoHHble coobuueHuns

Bbl MoxeTe 3agaTb MeCTOMOSMOXEHME BbIBOAMMBbIX Ha akpaH MK yBegomneHun, He
Tpebyowux aencTema nonb3oBatens. Kpome T1oro, Bbl MOXeTe BbiOpaTb NOAXOAALLMN
BaM pexuM BblBOga YyBeAOMIIEHWA. BO3MOXHO YCTaAHOBUTb PEXUM, MNpPU KOTOPOM
BbIBOAATCA BCe, NMOO TONbKO BaXKHble yBefoMeHns — o6 owmnbke, nponsoweLlen Bo
BpeMsi 0OOHOBIMEHMS!, a Takke O 3aBepLUEeHNN 3a4a4n CKaHMPOBAHUS, B paMKax KOTOPOM
6b1n10 06HapyxeHo BpeaoHocHoe 0.

YBepgomnstb 06 yctapeBlumnx 6azax

CBoeBpeMeEHHOe OOHOBIEHME BUPYCHbIX ©a3 Heobxogmmo ans  obecneyeHus
Hagnexailero YpoBHS 3awuTtbl. Bkniouute yBegomneHne pAans Toro 4tobbl He
NPonycTUTb MOMEHT, Koraa 6a3bl OyayT Hy>KaaTbCsi B OOHOBNEHUM.

3BYKOBbIe onoBeLweHuns

Bbl MOXeTe BKMIOUYUTb I OTKMOYNTL 3BYKOBOE OMOBELLEHUE O COObLITUAX aHTUBMpYCA.
MoxHo BbiGpaTb onoBelleHve 060 Bcex cobbiTuax nNnbo Tonbko 06 OBHapyxeHun
BPE€AOHOCHOro, NOTEeHUManbHO onacHoro unu nogosputensHoro MO.

CeTtb

B cnyyae ecnu Bbl nogkntodeHbl K cetTn UHTepHeT yepe3 npokcu-cepsep, AobasbTe
Heobxoaumble napameTpbl B  HACTpOMKM ceTu. [aHHble HacTpownku OyayT
ncnonb3oBaTbCA AN BCEX AENCTBUN aHTMBMpPYCa, npeanonararowmx paboTty ¢ ceTbio, a
UMEHHO: OOHOBMEHMEe aHTMBUpYCa, OTApaBka MnoJo3puTenbHbiX hannos ans
AanbHenwWero aHanusa, nonyyYyeHne nuueHsum u T1.4. Bbl Takke MoxeTe 3agatb
MakcMMarbHbI pa3Mep No4o3puTeNnbHbIX hannoB, OTNPaBsSeMbIX U3 Nanky KapaHTuHa
Ons OONOMNHUTENBHOrO UCCreaoBaHus.

[ToCcTOsIHHAA 3aWKnTa CUCTEMDI

B aHTMBMpPYC BCTpoeHa PyHKLMS MOCTOSAHHOM 3aLUMTbl CUCTEMbI, KOTOpas OTBeYaeT 3a
6e3onacHOCTbL Ballero KOMMbOTEpa B pexume pearnbHOro BpemeHu. KomnnekcHas
3awmTta cuctembl obecneymBaeTca annoson 3awmuTton n Beb-3awmTton. MNpu paboTte
Ha KOMMbIOTEpPE C BKIIOYEHHOM (PannoBoN 3awmuTon Bce daunnbl, K KOTOPbIM
OCYLLIeCTBNSAETCA AOCTYN Nonb3oBaTenem unmM CUCTEMOW, HEMEOSIEHHO NPOBEPSIOTCH
Ha Hanuyue BpedoHOCHOro kopda. Beb-3awwmta obecneyvnBaet 6e3onacHyto paboTy B
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NHTepHEeTE, MHULMMPYS NPOBEPKY Ha nNpeaMeT Hannyusi Bpe4oHOCHOrO COAEPXKMMOro
BCEX CKkayMBaeMbIx (pairioB, a Takke rnocellaeMbix cantoB. B cnyyae obHapyxeHus
Yrpo3bl HEMeANEeHHO MNOSIBMSIeTCS OnoBeLLeHne. Bbl MoxeTe BKMOYUTL UMK OTKIHOYUTD
KOMMOHEHTbI pYHKLMM 3aLLMTbl HA COOTBETCTBYHOLLMX BKINaAKax rmaBHOro okHa. Mbl He
peKkoMeHAyeM OTKM4YaTb 3alUMTy CUCTEeMbl, Tak Kak 3TO MOBbLICUT pPUCK
nHpUumMpoBaHus Bawero MK. [ns 3awmTbl cCUCTEMbI AOCTYNEH psig HACTPOEK:

ABTOMaTMYECKM 3anpeLlatb JOCTYN K 3apaXeHHbIM (annam

B cnyyae Bkm4YeHUs 3TON onuumu Bce OOHapyXeHHble BpedoHOCHble dannbl 6yayT
HeMeJIEHHO aBTOMaTU4Yeckn 6roKMpoBaThLCS.

[NpoBepsaTb HTTP-Tpadumk

OTKnounTE 3Ty OMUMIO, ECNM Bbl HE XOTUTE, YTOOLI B nMpouecce paboTbl BEG-3aWUTDI
npoBepsiNUCh nocellaemble Bamy Be6-CTpaHuULbl.

[MpoBepATb NOYTOBbLIN TpAaUK

|| OTKnoYnTE 3TY ONUMIO, ECNM Bbl HE XOTUTE, YTOOLI NPOBEPSNCA Ball NOYTOBbLIV TpaduK.

MpoBepatb FTP-Tpadurk (NaccMBHbIN pexum)

|| OTKnoYnTE 3TY ONUMIO, ECNM Bbl HE XOTUTE, YTOGLI NpoBepsnca FTP-Tpaduk.

bnoknposaTtb Ucnonb3oBaHmMe akTUBHOIO pexuma FTP

|| Bknounte onumio ans 6GrokMpoBKKN akTMBHOro FTP-Tpaduka.

XypHan cobbitui

MHpopmaumsa o6 yrposax, oBHapyXeHHbIX C MOMOLb0 dhannoBon U Beb-3awuThl,
BbIBOAUTCS B KypHan 3awmtbl cuctembl. YTo6bI NpocMoTpeTb MHGOPMaLMIO,
OTHOCSLLYIOCS K MHTEPECYLWEeMY Bac MCTOYHUKY COBbLITUI, BbIDEpUTE B BbiNagatroLem
MEHIO COOTBETCTBYIOLLNIA NMYHKT.

3Ha4yoK B 006f1acTn yBeIOMNEHNN U KOHTEKCTHOE MEHIO

Mocrne ycTaHOBKM aHTMBMpYca B 06nactu YyBeAOMMEHWUA MOSIBNAETCS 3HayokK
nporpaMmMbl. BHeELWWHMIN BUA 3HA4YKa MOXET U3MEHSATbCA B 3aBMCMMOCTU OT pexuma
paboTbl aHTMBMpPYCa M OT YCTaHOBMEHHOW TeMbl odopmneHus. Tekywmii ctaTyc
aHTMBMpYCa NOAYEPKMBAETCA aHMMauMen MKOHKM AOns Toro, 4Tobbl BU3yanbHO
NHGOPMMpPOBaTb MONb30OBaTENS O BLINOMHSAEMbIX 3adadax nvMbo npeaynpexaatb O
npo6nemax. [lpu LWenyke nNpaBoON KHOMKOM MbIWM MO 3Ha4yKy aHTMBUpYCa,
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HaxoasleMycs B ob6nactv yBeOMMEHWUI NaHenu 3afdayv, OTKPbIBAETCH KOHTEKCTHOE
MeHI0. MeH0 No3BOMAET NOMy4nTb ObICTPLIA 4OCTYN K pSAy PYHKUMIA aHTUBUpYCa:

OtkpbiTb NANO AHtnBmnpyc/NANO AHTtmBupyc Pro

" Ey,EI,GT OTKPbITO rMaBHOE OKHO aHTUBUPYCa.

OOHOBUTDL

|| ByneT BbinonHeHa 3agava o6HOBNEHUS, NPUHATAsA MO YMOMYaHMIO.

BbikniounTb 3a LNTY CUCTEMDI

bygoeT BbIKSl04EHA MOMHOCTLIO 3aWmTa cucTeMbl. [1nsa OTKNoYeHMsT bannoBon 3alunThI
n Beb-3aWwmnTbl NO OTAENBHOCTM NEpPenauTe B rMaBHOE OKHO aHTUBMpPYCA, NMYHKT MEHIO
3awmrta cucrtemsl.

BkniounTb 3a LNTY CUCTEMDI

ByneT BbIKNOYEHa MOMHOCTHLIO 3aliuTa CUCTEMbI. [ns OTKMAYeHUs hannoBon 3awuTbl
n BeO-3aWMUTbI MO OTAENbHOCTM NepenguTe B IMaBHOE OKHO aHTUBMPYCA, MYHKT MEHIO
3awmTa cucTeMbl.

Bknio4nTb /BbIKNIOYNUTL UTPOBOU PEXUM

ByoeTt BKMAOYEH/BLIKMIOYEH CneunanbHbin pexxum, orpaHudmatrowmi genctema NANO
AHTMBMpPYCa Pro BO Bpems paboTbl MOSHOSKPAHHBLIX MNPUNOXeHun Ans 6onblero
ypobcTBa nonb3oBaTens.

CkaHnpoBaHMe 0ObEKTOB

|| BricTpbiit nocTyn k ckaHnposaHmio noGoro ancka B cucTeme.

3apaum CKaHUpPOBaHUA

|| BbicTpbI foCcTyn K cTapTy Ntobor NonNb3oBaTeNbCKON 3a4a4M CKaHNPOBAHWS.

AKTUBHbIE 331341

BbicTpbli  OOCTYyn K ynpaBreHuio 3agadaMu  CKaHMpPOBaHWSE W OBGHOBNEHUS,
BbIMNOSTHAEMbIMW B TEKYLLUA MOMEHT.

[TomMmouib

|| Mepexon B cnpasouyto cuctemy aHTuBMpyCa.
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Bbixon,

3aBeplieHne paboTbl BU3yanbHOW YacTu aHTusBupyca. [lpyn 3TOM nocrne 3aBepLUeHUs
paboTbl BM3yanbHOM YacTU aHTMBMPYC npogorkaeT 3awmwaTte Baw [K|
3annaHupoBaHHble 3agayn OyayT BbINOMHATLCA B yCTaHOBMEHHoe Bpemsa. [ns
NMOBTOPHOrO 3arnycka BOCMOSb3yNTECh NYHKTOM MeHto: «[lyck->Bce nporpammbl->NANO
AHTUBNPYC/NANO AHTMBUPYC Proy.

ﬂ,OBepeH Hafd 30Ha

[loBepeHHas 30Ha — aTO Habop 0O6BLEKTOB, BbIOPAHHbLIX MONb30BATENIEM N BHECEHHbIX
B 0COObIN CNNCOK, COAEPXNMMOE KOTOPOro He MOAMNEXUT NPOBEPKE MPU CKaHUPOBaHUMN.
CyLlecTBYIOT pasnuyHble NpUYMHbI O BHECEeHUA obbekTa B [OBEPEHHYH 30HY.
Hanpumep, B npoBepsieMOV nanke XpaHUTCA apxvB Oonbworo obbema, B
6e3onacHOCTM KOTOPOro Bbl yBepeHbl. [Ans yckopeHus paboTbl aHTUBMPYCa MOXHO
ucknoyaTb Takme oObekTbl M3 NpoBepkn. Takke BO3MOXEH cry4van, Korga Bbl,
OCO3HaBas pUCK, MNOSib3yeTeCb YCMNOBHO-OMACHOMW MpPOrpaMMon, W aHTUBUPYC
BOCMNPUHMMAET eé Kak BpeJOoHOCHOe nporpammHoe obecrneyeHune. BHeceHue Takoro
ob6beKkTa B [OBEPEHHYID 30HY MOMOXET pewuntb npobremy. [Ona dopmupoBaHus
AOBEPEHHON 30HbLI NepenanTe B COOTBETCTBYHOLLEE OKHO. Bbl MoxeTte gobaBnaThb,
yoansatb U pefakTMpoBaTb npaswuna ang avnoB M Nanok, NpuioXeHun u Beb-
afpecos.

KapaHTuH

KapaHTMH — 3TO XpaHunuiie noTeHumaribHO onacHbiX OOBLEKTOB, OOHapPYXXEHHbIX B
npouecce CKaHMpOBaHUS, JOOaBMNEHHbIX BPYYHYO ANS AanbHeunwero aHanuaa, nmbo
XPaHAWNXCA B BUOE Pe3epBHbIX KOMUW C BO3MOXHOCTbK  MOCMEeayLero
BOCCTaHOBMNEHUs. B kapaHTMHe AOCTYMNHbI AONOSHUTENbHbIE AENCTBUSA HaL dharnamu
C MOMOLLbI KOHTEKCTHOIO MEHK0, KOTOPOE BbI3bIBAETCS LIEMYKOM MNpPaBOM KHOMKK
MbILLM Ha cnnckax dansnos.

[ns KapaHTWMHa AOCTYNEH psig HAaCTPOeKk:

HevictBua npu obHapyxeHun rnofo3putesibHoro obbekra B
KapaHTUHe

Bbl moxeTe Bbl6paTb nencTeus, KOTOpble 6yﬂ,yT BbIMOJIHATECA aHTUBUPYCOM [ONA
noao3pUTENibHbIX 06bekToB B KapaHTuHe B MOMEHT UX nobaBneHnsa nnum no utoram
nepeckaHmpoBaHUA.
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Cnpocutb nonb3oBarens

B cnyyae ecnu Haxogswwuiics B kapaHTUHeE OObEeKT OyaeT Npu3HaH Noao3pUTENbHbIM,
NosIBUTCS yBeAOMIIEHWNE C 3anNpOCOM AarnbHeNWwnX 4eNCTBUNA.

OtnpasuTtb ana aHanusa

Mopo3spuTenbHbIn  0GbEKT OyaeT oOTnpaBneH B BUPYCHyl naGopaToputo  Ans
AononHuTensHoro aHanuaa. TpebyeTcsa nogknioyeHne k cetn NHTepHer.

He otnpasnatb

Mopo3putenbHbii 0O6BEKT Ha aHanu3 B BUPYCHYyHO nabopaTopuio oTnpaeneH He Gyaer,
3anpoc OenctBurM no obbekTy Oonblwe He OyaeT BbiBOAUTHCHA. Bbl MoXeTe B
AanbHenwem oTnpaBuTb AaHHbIN NOA03PUTENbHBLIA 00BLEKT B BUPYCHYIO nabopaTtoputo
caMoCTosTeNnbHO, neperas B MeHo KapaHTMH M BOCMNONb30BaBLUMCb KOHTEKCTHbIM
MEHIO.

lMpoyme HacTpouku

nepeCKaHMpOBaTb KapaHTUH Nnocaie Ka>Xa0ro obHoBNEHUS

Bkntounte 3Ty onumio, ecnu xotute, Ytobbl aHTUBMPYC aBTOMAaTUYECKU NepenpoBepsis
BCel dhaiinbl, NOMeLLEHHbIE B KAPaAHTUH, UCMOMNb3Yys CaMyH0 CBEXYI0 BUPYCHYIO Basy.

ABTOMaTU4eCcKkn BOCCTaHaBNMBaTb U3 KapaHTUHa 4nCTble 00OBbeKTHI

Ecnn no utoram nepeckaHupoBaHusa ¢ OBHOBNEHHON BUPYCHOW ©a3on ob6bekT byaet
NpuU3HaH YMCTbIM, OH OydeT aBTOMaTMYEeCKM yaaneH U3 KapaHTMHa U BOCCTAHOBMEH B
nepBOHa4anbHOe MECTOPACTOSIOXKEHNE.

ABTOMaTU4YECKU NeYnTb MHCI)IALI,I/IpOBaHHbIe 0ObeKTbI B KapaHTUHE

Ecnu no wtoram nepeckaHvpoBaHusi ¢ OGHOBMEHHON BUpPYCHOW Gason obbekT Byaet
Npu3HaH UHPMLMPOBaHHbIM, ByaeT aBTOMaTMYeCKM 3anyLLEHO ero nevYeHune.

B cnyyae pobasneHuss B kapaHTMH BPEAOHOCHOro panna nosiBUTCS 3anpoc O
JanbHeNWnx gencTeusax Hag pannom.

PaboTa B KOMaHOHOM CTpPOKe

B NANO AHTMBUpYyce Pro npegycMoTpeHa BO3MOXHOCTb 3anycka HeKOTOpbIX
onepaumin U3 KOMaHgHoOW CTpoku. OAns nonydyeHust 6a30BOM cnpaBku No SOCTYMHbIM
BMgam onepauui Habepute B KOMaHOHOW cTpoke: nanoavcl --help. Ons nonydeHus
pasBepHyTON MHpopMauMm No BCeEM Krvam, OOCTYMHbIM OfS MHTepecylolen Bac
KOHKpPEeTHOW onepaunn, Habepute B KomaHgHoW cTpoke: nanoavcl %umsa onepaunn% -
-help.
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YBeQOMMNeHuns, BbIBOAMMbIE aHTUBUPYCOM U paboTa C HUMMU

B npouecce pa6OTbI aHTnuBupyca MOrytT nodasnAaATbCA pasriindHble yBeOOMITEeHUA.
CyLIJ,eCTBleT yBegoMIieHna Asyx BnaoB — I/IHCbOpMaLI,VIOHHbIe N NHTEPAKTUBHbIE.

MHopMaumMOHHble  yBedOMMEHUA  COObOLW AT, COOTBETCTBEHHO,  HEKOTOPYH
WHdopMauuio 0 npouecce paboTbl aHTUBMPYCA U HE TPEBYIOT HUKAKUX OTBETHbIX
OencTBun nonb3oBaTtens. Takue yBeoMSIeHUA aBTOMaTUYECKM UcYes3alT C dKpaHa
yepes3 HEeKOTOpOe BpPEMSsl, TakkKe MX MOXHO 3aKpbiTb C MOMOLLbIO LWen4yka npaBou
KHOMKOW MbILWM B 06nacTn yBeaoMMAEeHMUS.

NHTepakTUBHblE  yBeOOMIIEHMS npegnaraloT  MNosfb3oBaTento  MPOWU3BECTM
onpeneneHHble eNCTBUS ANS NPOAOIHKEHUS paboTbl Nporpammbl.

Pabota c MHTEpPaKTUBHbLIMUN YBELJOMIIEHUSIMU

MHTepakTMBHble YBEOOMIEHUA MOryT MOSBAATLCA NPU OOHapyXeHuu Yrposbl BO
BpEMS CKaHMpOBaHUs, B npouecce paboTbl MOCTOAHHOM 3alUUTbl CUCTEMBbI, MNPU
HeobXxoaMMOCTM OBHOBIEHUS aHTMBUPYCa, Nepesanycka aHTMBMpYCca 1 B paae apyrux
cUTyauun, Korga Aans npogormkeHus paboTbl Heobxogum BbIGOp Monb3oBaTenemM
JanbHenwero JencTeus.

[ns yBegomneHnii 06 yrposax AOCTYMHbI Cneayolime 0encTBus:

JleynTb

Byoet npegnpuHaTa nonbiTka fneveHuss OBHapyXeHHOro BpefoHOCHOro dhanna.
PesepBHas ucxogHas konuvs davna OyoeT coxpaHeHa B 3alUMWLEHHOE XpaHunuLie
KapaHTUHa C BO3MOXXHOCTbIO MOCMEeAYoLLIEro BOCCTAHOBMNEHMS NPy HEOBXOAMMOCTMW.

JleunTb BCe

K kaxxgomy BpefoHOCHOMY hbarny, obHapy>KeHHOMY B paMKax TEKyLLero CKaHMpOBaHMS,
OyoeT npeanpuHaTa nonbiTka neveHus. PesepBHble UCXOOHbIE konuu dhannos OyayT
COXpaHeHbl B 3allULLEeHHOe XpaHWnuile KapaHTUHa C BO3MOXHOCTLIO NocrnenyoLlero
BOCCTaHOBIEHUS MPU HEOBXOOUMOCTN.

Ypanutb

O6GHapyXeHHbI BpedoHOCHbIM havn Oyaet yaaneH. PesepBHas wucxogHas Konus
danna OygeT coxpaHeHa B 3alUMLLEHHOE XPaHUMWLLE KapaHTUHA C BO3MOXHOCTbHO
NoCreayLEro BOCCTAHOBIEHNSI NP HEOOXOAMMOCTH.
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Ypanutb Bce

Bce BpepoHocHble dhannbl, O6Hapy>XeHHbIE B paMKkax TEKyLLEero ckaHumpoBaHusi, byaeT
yaaneHbl. Pe3epBHble MCXoAHble Konuwu dannoB OyayT cCOXpaHeHbl B 3aljulieHHOe
XpaHunuuie KapaHTMHa C BO3MOXHOCTbIO MOCMeaylowero BOCCTaHOBMEHUS MpU
HeobXoaANMOCTN.

bnoknposatb

BpenoHocHbI thann, Kk koTopoMy obpaTtunacb cuctema, dyaet pa3oBo 3abnokvpoBaH
AN 9Toro obpalleHus.

bnoknposatb Bce

BpenoHocHbIn gainn, K kKoTopomy obpaTunack cuctema, byget 3abnoknpoBaH A4ns 3Toro
N ganbHenwunx obpaweHun. 3anpeT OyoeTr OencTBOBaTb OO MOMEHTA Mepesanycka
aHTMBMpYca. HacTporika AencTBMIN Hag OOHapPY>KEHHbIMM C MOMOLLbIO 3aLLMUTbI CUCTEMDI
MHUUMPOBaHHBbIMKU hannamm byoeTt nameHeHa Ha «bnoknpoBaTb.

OTnoXxunTb

OOGHapyXeHHbI BO BPEMsi CKaHMpOBaHWUS BPEOOHOCHbIM ¢hann OyaeTt nponyweH 6es
obpaboTkn. Bbl MOXeTe no3gHee MNPUMEHUTb K HEMY HYXHble [OeACTBUS,
BOCMNOJIb30BaBLUNCEL KOHTEKCTHBIM MEHIO B OKHE CKaHMPOBaHUS.

OTnoXuTb BCE

Bce obHapyeHHble BO BPEMsi CKaHUPOBaHWUSI BPeAOHOCHbIEe dhannbl OyayT nponyLeHbl
6e3 o0bpaboTkn. Bbl MoxeTe nosgHee NPUMEHUTb K OBHapy>KEHHbIM dhannam HyXHble
AENCTBUSI, BOCMOJb30BABLUNCH KOHTEKCTHBIM MEHIO B OKHE CKaHMPOBaHMS.

Paspewmntb goctyn

PaszoBbIi ocTyn K 0GHapy>XeHHOMY BpeAOHOCHOMY hbanny ByaeT paspeLueH.

[lo6aBnTb B JOBEPEHHYIO 30HY

HaHHbi pann 6yaeT gobaBneH B JOBEPEHHYIO 30HY.

[MomMeTnTb Kak NoxHoe cpabaTtbiBaHUe

Ecnn Bbl yBepeHbl B ©6e3onacHocTn hanna, OeTEeKTMPYeMOro aHTMBUPYCOM Kak
BPEAOHOCHbIN, NOMETbTE €ro Kak foXHoe cpabaTtbiBaHWe. OTnpaBbTe €ro Ham Ang
aHanmsa cuTyauumn.

N3onuposatb

O6HapyXeHHbIV Noo3puTenbHbIN hann byaeT nepemeLLeH B KapaHTUH.
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N3onuposatb BCe

Bce nopgosputenbHble dannbl, OOHapy)KeHHble B paMKax TEeKyLWlero CKaHMpOBaHUS,
OyaeT nepemelleHbl B KAPaHTUH.

I'IpM CKaHuMpoBaHn 3allulleHHbIX apXnBOB 6yp,eT noABIIATLCA YyBeAOMIIEeHNE C
3arnpocomM naponda B Cliyyvae, eClin TakKas HaCTpOIZKa Obina gobaeneHa aons 3agaydn
CKaHMpoOBaHWA. Ons npoaoJrkKeHnA pa6OTbI BBeOuUTE MNaposfib B COOTBETCTBYHLLEE
none.

[MpuMeHunTb ang Bcex NogobHbIx 06bEKTOB

Mpu BbIGOpE 3TOW ONUUM BBEAEHHbIV Naponb OyaeT NPUMEHEH AN BCEX 3alUMLLEHHbIX
naponem apxvBoB, 06Hapy>XEHHbIX B pamKax TEKyLLeW 3a4adym CKaHMpOBaHMS.

Mpn nogkntoyeHMn cMeHHoro Hocutensa K K nosisutca yBegomsieHne C 3anpocom
AanbHenwnx OEUCTBUW B cnyyae ecnm B obOWuMx HacTponkax Obina BblbpaHa
COOTBETCTBYHLAsA yCTaHOBKa. BbibepuTte aencreme, KOTOpoe Bbl XOTUTE NPUMEHUTDL K
CMEHHOMY HOCUTENIO.

Bcerpa BbiNonHATH BbiIOpaHHOE AeNCTBUE

Mpwn BbIGOPE 3TOW ONUMN NPUMEHEHHOE AENCTBUE OyOeT BbINONMHATLCA KaXabln pa3 npu
NOAKMIOYEHUN CMEHHOr0 HOCUTENS.

YpaneHve aHTMBUpYycCa

UToObl yaanuTb aHTMBUPYC C KOoMMbioTepa, Bblbepute komangy Yaanuts NANO
AHTUBMPYC/NANO  AHTmBMpyc Pro  (meHiwo  [llyck>Bce  nporpammbi>NANO
AHTMBMPYC/NANO AHTMBUMpYC Pro). [danee crnegynte ykasaHusM nporpamMmbl
yAaneHus.
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TexHn4yeckan noanepiXxka

CneumanucTbl Hawen CJ'Iy)K6bI TEXHUYECKON nogaaepiXKkn Bcerga rotoBbl I'IpVIVITM Ha
nomouwb. Ecnn Yy Bac €CTb BOMNPOCHI, CBAXUTECb C HAMUA y,EI,O6HbIM BaM crnocobom:

o Uepes cuctemy oTnpaBku COOOLLEHMI HA HALLEM CanTe.

o C NOMOLLbIO 9NEKTPOHHON NOYTLI support@nanoav.ru.

o Yepes nporpammy obmeHa MrHOBEHHbBIMU COOBLLIEHUAMM:
o ICQ 556905055 — o6uine Bonpochi.

o ICQ 637752984 — TexHu4yeckne Bonpochbl, cooblieHnsa o6 owwnbkax B
paboTe aHTMBMpYCa.

o ICQ 620798687 — TexHu4yeckne BoONpocbl, cooblieHns o6 owwnbkax B
paboTe aHTUBMpYCa.

o Uepes Skype “nanoav.support” (TONbKO TEKCTOBLIN YaT).

. Takke Bbl MOXeTe 3afaTb BOMPOC Ha Hawem dopyme (ans nybnukaumm
coobueHnr Ha hopyme Heobxoanma perncrpaums).

BHumaHue! Habop [oCTynHbIX Ons CBA3M CO CNyXO0M TeXHMYEeCKOW NnoanepKKu
KaHanoB 3aBUCUT OT Tuna BaLuen nuueH3unm!

B psape cnydaeB npu BO3HWKHOBEHMM HEMonagok B paboTe aHTuBMpyca cnyxbe
TEXHUYECKON NOAAEPXKKM TpebyeTcs paclimpeHHass MHdopMauusa Ans aHanusa u
peLeHuns npobnemsbi.

[na cbopa n oTnpasku Nnoro., KOTOpble coAepXaT Heobxoaumyk WHopmaumio,
Bblbepute komaHgy Coobwutb o npobriemMe B cnyxby noaaepxku (MeEH
Myck>Bce nporpammbi>NANO AHTMBUPYC/NANO AHTuBMpYC Pro). No aton komaHae
oyget 3anyuweHa ytunuta NANO Reporter.

Moxanyicra, getanbHO ONuWMTE CBOK NPOGNeMy B COOTBETCTBYKOLIEM Morne. 1o
NMOMOXeT HaMm pa3obpaTbCs B NPUYMHAX NOSIBIEHUS HEMOMAaAoK.

O6s13aTENBHO YKaXNTe BalUM KOHTaKTHbIe AaHHble. [locne aHannsa npucnaHHbIX BaMu
NOrOB Mbl CBSI)KEMCSI C BAMMU U OBBSACHMM, KaK yCTpaHUTb npobnemy.

Bbl MoxeTe BbIGpaTh, Kakyld MMEHHO MHOPMALMIO Bbl XOTUTE HaAM OTnpaBuUTb. Ecnn
Bbl He )eraeTe OTNpaBnATb Kakyl-nMbo WHMOPMaUMIO, CHUMUTE raxkn ¢
COOTBETCTBYIOLLMX MyHKTOB. OOHAKo MOMHMTE, YTO YEM MOSHEe MorlydeHHass Hamu
nHopmMaumsl, Tem Gonbllue BEPOSATHOCTb TOro, YTo npobrnema GyageT onepaTUBHO

25



PykoBoacTBO nonb3oBartensi

obGHapyxeHa 1 ycTpaHeHa. Takke Bbl MOXeTe BblbpaTb cnocod oTnpaBku cOBpaHHOM
MHOpMaLUK.

Kaxgomy obpaweHnio B cnyxby TexHM4Yeckoh noadepXkku npucBamBaeTcs
COOTBETCTBYHOLLMIA HOMEP, MO KOTOPOMY Bbl MOXETE OTCMEXMBATb NPOLIECC pELLEHNS
npobnemsbl, N0 NOBOAY KOTOPOW BbINIO co3naHo obpalleHue.

CucrtemMHble TpeboBaHUA

Onsa wncnonb3oBaHns NANO AHTMBMpyCa Ball KOMMbIOTEP [AOSDKEH oTBedvaTtb
crnegyrowmnmM CUCTEMHbIM TpeboBaHUAM:

PekoMmeHayemble TpeboBaHus

° OnepaunoHHasa cuctema: Windows 7 n Bblle.
o Mpoueccop: He meHee 2 [T,
o OnepaTtmBHas namaTb: He MeHee 2 6.

o [unckoBoe npocTpaHCTBO: He MeHee 2 [© cBoGOAHOrO MecTa Ha CUCTEMHOM
auncke.

J Hannuve nogkniodeHns k cetn MHTepHeT (obsasaTtensHo and NANO AHTUBMPYC).

Ho,q,aerMBaeMble onepaunnoHHble CUCTEeMbI

J Windows 10 (32-6uT n 64-6uT).

o Windows 8/ 8.1 (32-6ut n 64-6uT).

o Windows 7 / Vista (32-6uTt n 64-6ut).

o Windows Server 2003 SP1 n Bbiwe (32-6uT 1 64-6uT).
o Windows XP SP3 u Bbiwe (32-6uT 1 64-6uT).

* lMpumeyanune: Ecnu Baw [MK He oTBeyaeT ykasaHHbIM TpebOBaHUAM, Mbl He
rapaHTupyem koppektHyto padoty NANO AHTuBupyca Pro. Hanuune nogknioveHus K
NHTepHeTy Tpebyetca nna aktmBauum npobHonm Bepcum (trial), a Takke npwu
NCMNOSIb30BaHNN ANHAMNYECKNX NNLEH3NN.

BHumaHue: [1na ycTaHOBKM NporpaMMbl TpebytoTcst NpaBa agMyMHUCTpaTopa.
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